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Abstract

In the era of Internet of things (IoT), the tradeoff of reliability and security in the finite blocklength
regime emerges as a crucial issue. The wiretap channel is one of the most typical models for characterizing
this tradeoff information-theoretically. This work introduces several security metrics and delivers the core
ideas about how to protect the secret message from the eavesdropper while maintaining the reliability.
Moreover, both the first-order and second-order analysis for the wiretap channel are presented. We
also show an inner bound of the wiretap channel with maximal leakage as the security metric, which
is no larger compared to those secrecy capacity adopting mutual information, total variation secrecy, or
semantic security as the security metric.

1 Introduction

With countless data being collected and transmitted over intricate networks, preserving the security through
these communication schemes has become a vital issue. For example, with the advent of IoT, cloud-based
services, autonomous data collecting, and online data sharing greatly increase the possible leakage of infor-
mation to the third party [1,2]. Thus, information-theoretic security aims at characterizing aforementioned
challenges in which the security of information can be depicted by information-theoretic metrics [3,4]. How-
ever, information-theoretic security constraints are often dependent on other design parameters, such as
power consumption, latency, and reliability, which leads to unavoidable trade-offs [5]. Therefore, this mo-
tivates us to study information-theoretic security, especially the security metrics, the techniques that can
enhance the security, and the trade-off between security and reliability, which denotes the decoding error
probability can be made arbitrarily small.

To be more specific, we study the basic framework of wiretap channel, which is formulated in Section
1.1. Just as the channel coding in Shannon’s information theory [6], he studied the fundamental limit of
transmitting messages through a noisy channel reliably, which means communicating with vanishing error
probability as n → ∞; here, we study the first-order analysis of wiretap channel to understand how well we
can guarantee on both the secrecy and reliability.

Next, we study the second-order analysis of wiretap channel. The motivation behind this kind of analysis
is given below. In the era of IoT, more and more wireless devices with low-complexity terminals require
low latency or short packets (e.g. traffic safety) to communicate [7, 8]. Also, it is not realistic to design
privacy mechanisms with infinite blocklength, which means that we cannot let n → ∞ with vanishing error
probability. As a result, it is natural to investigate fundamental limits in the finite-blocklength regime.

Therefore, this report aims to convey the key concepts and strategies in existing literature to deal with
the reliability-security trade-off, and to unify these seemingly varied approaches into a general recipe. This
survey paper is organized as follows. We would provide the notations throughout this paper in Section
1.1. In Section 1.2, we formulate our problems, then in Section 1.3, we introduce several popular security
metrics existed in literature [9, 10]. Next, in Section 2, we investigate some techniques that enhance the
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security, such as privacy amplification [11, 12], channel resolvability [13–15], random binning [16, 17], and
state their similarity. In the meantime, we would show that the reliability can be still be preserved subject
to the security constraints, although when we use secrecy techniques to protect our message, the decoding
difficulty for the receiver is enhanced accordingly. In Section 3, we would present the first order analysis
of wiretap channel, then in Section 4, we would go through the second order analysis of wiretap channel.
Section 5 provides an inner bound for the secrecy capacity with maximal leakage as the benchmark. Finally,
Section 6 concludes this work by summarizing the secrecy capacity under different metrics and listing some
future works.

1.1 Notations

Throughout this article, we let M, X , Y and Z denote finite sets. The cardinality of a finite set X is
denoted by |X |. The probability distributions on X is denoted as PX . The set of probability distributions
on X is denoted as P(X ). The uniform distribution over X is designated as Qunif

X . The marginal distribution
of PXPY |X on Y is denoted as PY |X ◦ PX . The metrics between probability distribution P and Q is on a
σ-algebra F of subsets of the set X . The expectation is denoted as E[·], and the variation is denoted as var.
The exponential function is written as (·) 7→ e(·), and the log function is denoted as (·) 7→ log(·) with base e.

The total variation distance for two probability measures P and Q on σ-algebra F of subsets of set A is
defined as

d(P, Q) := sup
E∈F

|P(E) − Q(E)| = 1
2 |P − Q|. (1)

The Neyman-Pearson β function is denoted as

βα(P, Q) := min
∫

PT |X(1|x)Q(dx), (2)

where the minimization is over all random transformations PT |X : X → {0, 1} satisfying∫
PT |X(1|x)P(dx) ≥ α.

The Eγ metric [18] is denoted as

Eγ(P, Q) := P
[ dP

dQ ≥ γ

]
− γQ

[ dP
dQ ≥ γ

]
= sup

E∈F
{P [E ] − γQ [E ]} . (3)

One can notice that when γ = 1, Eγ reduces to total variation distance. In fact, in channel resolvability
problem, total variation distance is used to measure the output distribution of a channel compared to a
target output distribution. However, Liu et.al [18] proposed Eγ metric to generalize total variation distance
in channel resolvability problem. See Section 2.1.1 for more details.

1.2 Problem Formulation

In this project, we mainly consider the discrete memoryless wiretap channel (DM-WTC) (W : X → Y × Z)
with a sender X, a legitimate receiver Y and an eavesdropper Z, as illustrated in Fig. 1.

We assume that the message M = (M0, M1) is uniformly distributed over the message set M0 := [1 :
2nR0 ] and M1 := [1 : 2nR1 ]. A sender wants to transmit the message M to a legitimate, meanwhile ensuring
that M0 is almost independent from the eavesdropper’s observation Zn.

The average error probability constraint for the encoder and decoder is

Pr
[
M ̸= M̂

]
≤ ϵ. (4)
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Figure 1: Wiretap channel framework

Then, the maximum error probability constraint for the encoder and decoder is

PY |M=m

[
M ̸= M̂

]
≤ ϵ. (5)

The maximum error probability constraint is a stricter requirement than the average probability constraint,
since it require every single message’s decode error probability to be less than ϵ rather than overall decode
error probability as in average probability constraint.

On the other hand, we hope that the secret message M0 is almost independent from the eavesdropper’s
observation Zn. Now the central question in this framework arises:

How can we characterize the information leaked to the eavesdropper through this wiretap channel while
maintaining the reliability?

There are several candidates as security metrics to characterize the information leakage rate, such as
mutual information, total variation secrecy, distinguishing security, semantic security, and maximal leakage.
The definitions and relations of these benchmarks are summarized in the upcoming subsection.

1.3 Security Metrics

1.3.1 Mutual Information Secrecy

Since mutual information depicts dependency between two distributions, it is natural to define secrecy by
Shannon’s mutual information. The corresponding definition of secrecy is listed below.

Definition 1 (Weak Mutual Information Secrecy [4]). Suppose that M is uniformly distributed, then the
weak secrecy of message M and eavesdropper’s observation Zn is defined as

Iweak (M ; Zn) := 1
n

I(M ; Zn) . (6)

However, assuming messages are uniformly distributed is unrealistic, so, in 2000, Maurer and Wolf [19]
further provide the definition of strong secrecy.

Definition 2 (Strong Mutual Information Secrecy [4]). The strong secrecy of message M and eavesdropper’s
observation Zn is defined as

Istrong (M ; Zn) := I(M ; Zn) . (7)

Note that strong secrecy is just mutual information between message M and eavesdropper’s observation
Zn.
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1.3.2 Total Variation Secrecy

The ideal scenario of wiretap channel is that the message M is not only uniformly distributed but also
independent of eavesdropper’s observation Z. In this scenario, eavesdropper literally learns nothing from
the channel, and hence the privacy requirement is satisfied. Therefore, total variance secrecy captures the
distance of the wiretap channel to the ideal scenario mentioned above.

Definition 3 (Average Total Variation Secrecy [20,21]).

S(M |Z) := d(PMZ , Qunif
M PZ). (8)

Average total variation secrecy measures the overall performance of message M and eavesdropper’s
observation Z. In the meantime, one can consider the secrecy of a specific message M = m and the PZ|M=m

induced by that specific message. Inspired by this observation, Yang et al. [10] proposed maximal total
variation secrecy, whose definition is given below.

Definition 4 (Maximal Total Variation Secrecy [10]).

Smax(M |Z) := max
m∈M

d(PZ|M=m, QZ), (9)

where QZ = PZ|M ◦ Qunif
M .

Note that maximal total variation secrecy is stricter than average total variation secrecy since it requires
every message M = m inducing PZ|M=m being similar to QZ ; on the contrary, average total variation secrecy
only requires the overall security performance.

1.3.3 Distinguishing Security and Semantic Security

Now we provide secrecy metrics widely used in cryptography literature, which is distinguishing security
and semantic security. Then, we state two theorems that compare the mutual information, total variation,
distinguishing security and semantic security.

Definition 5 (Distinguishing Security [9, 22]). For the message M = m0 and M = m1, the distinguishing
security is defined as

DS(M |Z) := max
m0,m1∈X

d(PZ|M=m0 , PZ|M=m1). (10)

Definition 6 (Semantic Security [9,22]). Let M = f(X), and thus M − X − Z − M̂ forms a Markov chain.
The eavesdropper’s inference of M after observing Z is m̂(Z). The semantic security is defined as

SS(M |Z) = sup
M :M−X−Z

(sup
m̂(·)

Pr{M = m̂(Z)} − max
m∈M

PM (m)). (11)

Note that we can related the above mentioned security metrics by the theorems below.

Theorem 1 (Mutual Information Secrecy and Distinguishing Security [9]). For every transition probability
distribution PZ|M : M → Z

DS(M |Z)2

2 ≤ Istrong (M ; Zn) ≤ 2DS(M |Z) log 2n

DS(M |Z) . (12)

One can refer to [9, Thm. 5 and 8] for the full proof.
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Theorem 2 (Total Variation Secrecy, Distinguishing Security, and Semantic Security [10]). For every
transition probability distribution PZ|M : M → Z

SS(M |Z) ≤ Smax(M |Z) ≤ DS(M |Z) ≤ 2SS(M |Z) ≤ 2Smax(M |Z). (13)

One can refer to [9, Theorem 1] and [10, Theorem 1] for the proof.
Note that the above two theorems help us to relate the secrecy metrics used in information theory to

security metrics used in cryptography literature.

1.3.4 Maximal Leakage

In 2018, Issa et al. proposed a measure, called maximal leakage, to operationally characterize how much
information an observation Z leaks through a side channel about the sensitive information X. Moreover,
maximal leakage satisfies some axiomatic properties, such as data-processing inequality, independence prop-
erty, and additivity. Here we recapitulate the definition of the maximal leakage.
Definition 7 (Maximal Leakage [23]). Let M = f(X) such that M − X − Z − M̂ form a Markov chain.
The eavesdropper’s inference of M after observing Z is m̂(Z). The maximal leakage is defined as

Lmax
∞ (X → Z) := sup

M−X−Z−M̂

log Pr{M = m̂(Z)}
maxm∈M PM (m) . (14)

Issa et al. also showed that the maximal leakage from X to Z is given by the Sibson mutual information
of order infinity.
Proposition 3 (Characterization of Maximal Leakage [23]). For any joint distribution PXZ on finite al-
phabets X and Z, the maximal leakage from X to Z can be depicted as

Lmax
∞ (X → Z) = log

∑
z∈Z

max
x∈X :

PX(x)>0

PY |X(y|x) = IS
∞ (X; Z) , (15)

where Sibson mutual information of order infinity and max-divergence are defined as
IS
∞ (X; Z) := inf

QZ

D∞ (PXZ∥PX × QZ) ; (16)

D∞ (P∥Q) := max
x∈supp(QX)

log PX(x)
QX(x) . (17)

The semantic security introduced previously considers the difference between the prior and poste-
rior guessing probabilities. Sometimes, the messages M of interest such as passwords are hard to guess
(i.e. maxm PM (m) is small), the ratio between the guessing probabilities is arguably the more appropriate
measure of the change. Here, we give an example to illustrate this motivation to adopting the maximal
leakage as the security metric.
Example 1. Consider M = X and let X be uniformly distributed on X . We define the random variable Z
as

Z =
{

X, if X mod 8 = 0,

1, otherwise.
Then, the semantic security and maximal leakage from X to Z in this example can be respectively derived
as below:

SS(M |Z) = 1
8 + 1

28n
− 1

28n
= 1

8;

Lmax
∞ (X → Z) = log(28n−3 + 1).

We can observe that maximal leakage serves as a stricter security constraint, and it depends on blocklength
n in this scenario.
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2 Tradeoff between Reliability and Security

In this chapter, we first summarize and compare several techniques to analyze the security constraint in
wiretap channels, and then illustrate a unified high-level approach to investigate the reliability-security
trade-off.

2.1 A Toolbox for Analyzing Security

Here we introduce the two popular building blocks that can enhance security: channel resolvability and
privacy amplification.

2.1.1 Channel Resolvability

Channel resolvability [10, 13–15, 18] refers to the minimum randomness rate needed for an input process
to approximate the channel output distribution. To elaborate, given a stationary memoryless channel,
W1 : X → Z and an input distribution PX inducing output distribution PZ = PX ◦ PW1 , it is possible to
well approximate the output product distribution Pn

Z with n independent uses of channel W1.
When it comes to wiretap channels, we can leverage channel resolvability to characterize how much

information is needed for equivocating the eavesdropper. In other words, we would like to design a coding
scheme to simulate a side channel with target distribution Qn

Z being almost independent to the secret message
M0 to confuse the eavesdropper and hence the leaked information between (M, Zn) through the wiretap
channel is restrained. Given a resolvability code Cn = {xn

1 , ..., xn
|M|} of blocklength n and size |M|, when a

uniformly chosen codeword from Cn is transmitted, we denote the output distribution of W1 : X → Z as

PCn(zn) := 1
|M|

|M|∑
i=1

W n
1 (zn|xn

i ).

In the realm of wiretap channel, we concern the independency between the secret message M0 and
eavesdropper’s observation Zn. To measure this behavior quantitatively, we can set the target distribution
in the form of PM0QZn and measure D(PM0Zn , PM0QZn), where D(·, ·) denotes a general distance measure.
There are several distance criteria D(·, ·) to measure how close the simulated output distribution is to the
target distribution, such as variational distance (e.g. Eγ metrics) [18, 24], KL divergence [25], and Rényi
divergence [14,15]. In order to approximate the message-observation-independent distribution PM0QZn , the
distance between our simulated channel output PM0Zn and the target PM0QZn should be arbitrarily small as
the blocklength n increases. Later in Section 5, we will show that an inner bound of the secrecy capacity for
the wiretap channel with maximal leakage can be derived with the aid of channel resolvability with Rényi
divergence as the distance metric:

Proposition 4 (Rényi resolvability [14]). Let M 7→ fC(M) be a random function induced by C. For
s = (0, 1] ∪ {∞}, we have

inf
{

R : inf
fC

D1+s (PCZn∥PCQZn) → 0
}

= min
PX∈P(PZ|X ,QZ)

∑
x

PX(x)D1+s

(
PY |X(·|x)

∥∥∥QZn

)
(18)

=: R1+s(PZ|X , QZ). (19)

2.1.2 Privacy Amplification

This subsection is mainly contributed by celebrated works in [11, 26, 27], one can also refers to [12, 28] if
needed.
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Privacy amplification aims to distill highly secret information from a partially secret source, where the
eavesdropper have access to it. The goal is to convert these kind of sources to a new code that is uniformly
distributed and nearly independent of the eavesdropper’s observation. To describe it mathematically, we
should design a good mapping function g(X) : X → M for the source X such that M = g(X) is uniformly
distributed and independent of eavesdropper’s observation Z. In cryptography literature, g(·) is usually
referred to hashing function, but in information theory, g(·) is called a code.

To achieve privacy amplification, Bennett et al. [11] uses the technique universal hashing introduced in
[29]. Particularly, for a set of functions G : X → M being universal, it must satisfy that for every function
g ∈ G,

Pr [g(x1) = g(x2)] ≤ 1
|M|

, ∀ x1 ̸= x2. (20)

There is a beautiful lemma, called leftover hash lemma, which plays a significant role in proving the perfor-
mance of universal hashing. We state the lemma and give a sketch of proof below.

Lemma 1 (Leftover Hash Lemma [12]). For universal hash function sets G, then for every PXZ and every
QZ supported on Z, we have

EG

[
S(G|PX|Z)

]
≤ 1

2

√
|M|e−H2(PXZ |QZ). (21)

Proof. (Sketch of proof) By expanding the term of the left-hand side, we have

EG [S(G|PXZ)] = EG

[
d(PG(X)Z |Qunif

M PZ)
]

(22)

= 1
2

∑
m∈M,z∈Z

EG

|
∑

x∈G−1(x)
PXZ(x, z) − 1

|M|
PZ(z)|

 (23)

= |M|
2

∑
z∈Z

EG

|
∑

x∈G−1(1)
PXZ(x, z) − 1

|M|
PZ(z)|

 . (24)

The last equation (24) comes from the symmetry of set G. Note that since

E

 ∑
x∈G−1(1)

PXZ(x, z)

 = PZ(z)
|M|

, (25)

we can define A(z) =
∑

x∈G−1(1) PXZ(x, z), and rewrite the last equation (24) as

|M|
2

∑
z∈Z

EG [|A(z) − E [A(z)]|] = |M|
2

∑
z∈Z

EG

[√
Var(A(z))

]
. (26)

Since there are second-order terms of PXZ(x, z) in Var(A(z)) as we defined before, we can related to second-
order of Rényi entropy and conditional Rényi entropy defined as below.

The second-order Rényi entropy is defined as

H2 (PXZ) = − log
∑

x∈X ,z∈Z
PXZ(x, z)2; (27)

whereas the conditional second-order of Rényi entropy is defined as

H2 (PXZ |QZ) = − log
∑

x∈X ,z∈Z

PXZ(x, z)2

QZ(z) . (28)
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Then, the main intuition in the proof of leftover hash lemma is that observing the term H2(G(X)) is

H2 (G(X)) = − log
∑

x∈G−1(x)
PX(x)2, (29)

and that PX(x)2 = Pr [G(X1) = G(X2)] is the collision probability when G(X1) and G(X2) take on the
same value. Then, we can observe that

EG

[
e−H2(G(X))

]
= Pr [G(X1) = G(X2)] (30)

≤ Pr [X1 = X2] + Pr [G(X1) = G(X2)|X1 ≤ X2] (31)

= eH2(X) + 1
|M|

. (32)

Note that the similar bound holds for H2 (PXZ |QZ). Then, just as in proof in [12, Sec 5.5], using Cauchy-
Schwarz inequality to lift the l1 distance of PG(X)Z and Qunif

M PZ to l2 distance, we can conclude the proof.

2.2 A General Approach to Reliability-Security Trade-offs

Recall that for a wiretap channel, we hope that the reliability and security can be guaranteed at the same
time.

On the one hand, the reliability can usually be proved by the standard random coding argument or
dependent testing bound. We would state two common used bounds for reliability, which is random coding
union bound and dependent testing bound. Then, we would sketch how the decoding parts are done. First
of all, both encoders for random union bound and dependent testing bound use Shannon’s random coding
scheme [6] as taught in class. However, for the decoding part, both bounds use different method. For random
coding union bound, the reliability for the average decoding error probability and maximal decoding error
probability are given below.

Lemma 2 (Random coding union bound [30]). The random coding union bound for average error probability
for message M is

ϵRCU(M) = E
[
min{1, (|M| − 1)Pr

[
i(X̄; Y ) ≥ i(X; Y )|X, Y

]
}
]

, (33)

where i(x; y) = log dPY |X(y|x)
dPY (y) and PXY X̄(x, y, x̄) = PX(x)PY |X(y|x)PX̄(x̄). The random coding union bound

for maximal error probability for message M is

ϵRCU,max(M) = inf
τ∈(0,1)

{τ−1 ϵRCU((1 − τ)M)
τ

}. (34)

For the proof of random coding union bound, one can refers to [30, Thm. 16, eq. (220)]. The main idea
is that, the decoder uses the maximal likelihood decoding technique to decode. Thus, the error probability
Pr [·] terms refer to that for the probability that under condition X, Y , there exists an X̄, Y whose probability
is greater than XY . In this scene, the maximal likelihood decoder would decode a wrong message, since
except the correct one, there are |M| − 1 messages, the probability is multiplied by the factor of |M| − 1.

For dependent testing bound, the reliability analysis for the average decoding error probability and
maximal decoding error probability are given below.

Lemma 3 (Dependent testing bound [30]). The dependent testing bound for average error probability for
message M is

ϵDT( |M| − 1
2 ) = 1 − E |M|−1

2
(PXY , PXPY ), (35)
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where for γ = |M|−1
2 , the definition of Eγ metric is provided in equation (3). The dependent testing bound

for maximal error probability for message M is

ϵDT,max(M) = inf
γ>0

{Pr [i(X; Y ) ≤ log γ] + |M| sup
x∈X

Pr [i(x; Y ) ≥ log γ]}, (36)

with i(x; y) = log dPY |X(y|x)
dPY (y) .

For the proof of dependent testing bound (also the reason why γ = |M|−1
2 ), one can refers to [30, Thm.

17, Thm. 21]. The main idea is that, the decoder uses threshold decoder which is equivalent to Feinstein’s
suboptimal decoder [31]. To be more specific, the decoder can treat |M| messages as |M| likelihood ratio
binary hypothesis tests in parallel with threshold γ. Then, it decodes according to the likelihood ratio of the
codewords. One can observe the similar mathematical structure in the likelihood ratio hypothesis testing.

On the other hand, for the security part, what we concern is how to design a code to restrain the
eavesdropper from guessing the secret message M0 correctly. The most ideal case is that all messages
(M0, M1) delivered through the wiretap channel are totally independent of the eavesdropper’s observation
Zn . However, there is no free lunch. To obtain the security guarantee, we must sacrifice some transmission
rate to protect our secret message M0. But how much ratio of communication rate should we distribute to
protect our secret data? Put more precisely, how much information is required to let the secret message M0
be almost independent to eavesdropper’s observation Zn?

To answer this question, we can utilize any of the two security building blocks introduced in the previous
subsection. Channel resolvability investigates how much information are needed to simulate the target
output distribution. The minimum rate for achieving this criterion is exactly what we want to characterize.
For another, privacy amplification allows us to convert an arbitrary non-secret code M into a secrecy
code M0. If we can extract and amplify the intrinsic randomness in our message, in the eavesdropper’s
viewpoint, it becomes difficult to decode the seemingly uniform message. In fact, it can be shown that
channel resolvability and privacy amplification are based on the same probabilistic principle [10]. Lemma 4
and 5 showcase that these two strategies admit upper bounds of the same form with total variation distance
being the security metric.

Lemma 4 (Upper bound by privacy amplification [10]). For any γ > 0 and probability distribution QZ ∈
P(Z)

S(G|Z) ≤ Eγ(PXZ , Qunif
M QZ) + 1

2

√
γ

L
EPXZ

[exp (− |ι(X; Z) − log γ|)], (37)

where

L := |X |
|M|

; (38)

ι(X; Z) := log dPXZ

d(Qunif
M QZ)

(x, z). (39)

One can refer to [10, Lemma 2] for the proof. One might wonder the difference of the bound on leftover
hash lemma in equation (21) and the one present here. The key difference is that the one presented here
partitions the distribution PXZ into non-typical parts A and typical parts B. Then, it only performs leftover
hash lemma in the typical parts B. The reason for doing this is simple, since for non-typical parts A, using
leftover hash lemma to increase secrecy require extra bits. However, non-typical parts are unlikely to happen
asymptotically. Therefore, we only need to apply leftover hash lemma on the typical parts B. By triangle
inequality, we have

E [|A + B − E [A + B]|] ≤ 2E [A] + E [|B − E [B]|] . (40)
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Then, after applying leftover hash lemma in second term [12], and for every probability distribution RXZ ,
we have

EG [S(G|PXZ)] ≤ |PXZ − RXZ | + 1
2

√
Me−H2(RXZ |QZ). (41)

As in the proof in [10, Lemma. 2], the minimizer of the above equation is

R∗
XZ(x, z) =

PXZ(x, z), ι(X; Z) ≤ log γ;
γ

|X |QZ(z), otherwise.

By plugging R∗
XZ(x, z) into equation (41), we can get the upper bound presented in equation (37).

Lemma 5 (Upper bound by channel resolvability [10]). Let C := X1, ..., XL denote a random codebook
whose codewords are independently and identically generated from PX . For any γ > 0 and QZ ∈ P(Z),

E
[
d(PZ|C , PZ)

]
≤ Eγ(PXZ , Qunif

M QZ) + 1
2

√
γ

L
EPX̃Z

[
exp

(
−

∣∣∣ι(X̃; Z) − log γ
∣∣∣)]

,

where the expectation is taken with respect to (X̃, Z) ∼ Qunif
M PZ|X , L and ι(X; Z) are defined in (38) and

(39).

The proof is in [10, Lemma. 4].
Remark 1. One may wonder why channel resolvability and privacy amplification obtain the same upper
bound. Our interpretation is that first of all, both techniques aim at choosing good codewords to achieve
the ideal scenario, or the perfect secrecy that the eavesdropper’s observation Z is independent from X and
the message M is uniformly distributed. (Note that g(X) is referred to code in information theory, as we
mentioned in subsection 2.1.2.) Also, it is not hard to see that if we set |M| = 2nR, the privacy amplification
is equivalent to random binning taught in class. Besides, both techniques highly depends on PX , since for
channel resolvability, it aims to find a good codebook generated from PX to achieve ideal output distribution,
and privacy amplification concerns constructing a good mapping, or random binning of source PX to the
similar output distribution to confuse the eavesdropper. Therefore, we can expect that the bound would in
the similar form. In conclusion, channel resolvability and privacy amplification highly depend on probability
distribution PX and use the same probability argument, so their upper-bounds can achieve the same form.

Apart from allocating the sufficient amount of transmission rate to protect the secret message, we can
further trade reliability for secrecy [10, 25]. If we continue adopting total variation distance (equivalent to
mutual information and semantic security [9]) as the security metric, the following theorem indicates that
reliability can be traded for secrecy proportionally.

Theorem 5 (Trading reliability for secrecy [10]). Let ϵ, ϵ0 denote the error probability tolerance and δ, δ0
denote the total variation secrecy tolerance, and n be the blocklength. The maximal secrecy rate is defined
as

R∗(n, ϵ, δ) := max
{ log |M|

n

∣∣∣∣∃ a secrecy code s.t. both the error prob. and secrecy constraint are met
}

.

For ϵ > ϵ0 and δ = δ0
1−ϵ
1−ϵ0

, we have

R∗(n, ϵ0, δ0) ≤ R∗(n, ϵ, δ) = R∗
(

n, ϵ, δ0
1 − ϵ

1 − ϵ0

)
. (42)
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3 First-Order Analysis

In general, the first order secrecy capacity of a discrete memoryless wiretap channel with weak mutual
information secrecy can be characterized by the following theorem.

Theorem 6 (The first-order secrecy capacity with weak MI secrecy [16, 32]). For |U| ≤ |X |, the secrecy
capacity of the DM-WTC is

CS = max
PUX

I(U ; Y ) − I(U ; Z) . (43)

If the channel W1 : X → Z becomes the degraded version W d
1 : Y → Z with PY,Z|X = PY |XPZ|Y , then

the secrecy capacity simplifies to

CS = max
PX

I(X; Y ) − I(X; Z) . (44)

Remark 2. To obtain a secrecy communication rate strictly greater than zero, the channel W0 should be
less noisy than the channel W1. This is due to the "less-noisy" condition can be expressed as I(X; Y |U) −
I(X; Z|U) ≥ 0. We have

I(U ; Y ) − I(U ; Z) = I(X; Y ) − I(X; Z) − (I(X; Y |U) − I(X; Z|U))
(a)
≤ I(X; Y ) − I(X; Z) , (45)

where (a) holds if and only if I(X; Y |U) − I(X; Z|U) ≥ 0, i.e. channel W1 is more capable than W0.

An upper bound of (43) is given by [33, Thm. 1]

CS ≤ max
PX

I(X; Y |Z) , (46)

which holds for a WTC with public feedback. The upper bound is tight if there exists a unique probability
distribution that attains maximum in (46). Also, the strong converse in (46) holds when the wiretap channel
is degraded [10,33].

Proof sketch of Theorem 6

Recall that a wiretap channel should satisfy both reliability and security.
On the one hand, suppose that both reliability and security have been satisfied. The converse part can

be proved by applying Fano’s inequality first, and then using Csiszár’s sum identity together with auxiliary
random variables to help single-letterize the expression.

On the other hand, the direct part can be proved with the aid of random binning. Next, we will give a
proof sketch to show that the secrecy capacity in (43) can satisfy both requirements if the rate pair (R0, R1)
meets R0 ≤ max

PUX

I(U ; Y ) − I(U ; Z) ;

R1 ≥ I(U ; Z) .

Reliability.

This part can be proved using standard random coding argument. If R0 + R1 ≤ I(U ; Y ) − δ(ϵ), Pe → 0 as
n → ∞ by the law of large numbers (LLN) and packing lemma.
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Security.

Let l denote the index randomly selected by the encoder. Then every codebook X induces a conditional pmf
of the form P(m, l, un, zn) = 2−nR02−nR1P(un|l, C)

∏n
i=1 PZ|U (z|u). To prove that the information leakage

rate with weak mutual information secrecy is bounded, we can upper-bound the equivocation rate H(M |Zn)
by Chebyshev inequality and LLN over each random assignment C. Specifically, if R0 + R1 < I(U ; Y ) − δ(ϵ),
it can be shown that

I(M ; Zn|C) = H(M |C) − H(M |Zn, C) (47)
(a)= nR0 − (H(L|Zn, C) − H(L|Zn, M, C)) (48)
n→∞

≤ nδ(ϵ), (49)

where (a) follows from M
(f)= L. Therefore, the weak secrecy is guaranteed.

For the complete version of the proof, please refer to [16, Chap. 22].

4 Second-Order Analysis

Remind that we have defined average error probability (Eq. (4)) and maximum error probability (Eq. (5))
until now; also, we have defined average total variation secrecy (Eq. (8)) and maximal total variation secrecy
(Eq. (9)). Therefore, we can formulate average secrecy rate problem and maximal secrecy problem with
these constraint as following respectively.

For a code (n, |M|, ϵ, δ)avg satisfying the average error probability constraint Pr
[
M ̸= M̂

]
≤ ϵ and the

average total variation secrecy constraint S(M |Z) ≤ δ, Ravg(n, ϵ, δ) is defined as

Ravg(n, ϵ, δ) := max
{ log |M|

n
: ∃(n, |M|, ϵ, δ)avg secrecy code

}
. (50)

Analogously, for a code (n, |M|, ϵ, δ)max satisfies the maximal error probability constraint as
PY |M=m

[
M ̸= M̂

]
≤ ϵ and the maximal total variation secrecy constraint Smax(M |Z) ≤ δ, the rate

Rmax(n, ϵ, δ) is defined as

Rmax(n, ϵ, δ) := max
{ log |M|

n
: ∃(n, |M|, ϵ, δ)max secrecy code

}
. (51)

It is not hard to see that Ravg(n, ϵ, δ) ≤ Rmax(n, ϵ, δ), since the maximal secrecy rate’s requirement on
reliability and secrecy is stricter than the average secrecy rate’s. Thus, one might wonder what is the lower
bound that is achievable for maximal secrecy rate Ravg(n, ϵ, δ) and the converse upper bound on average
secrecy rate Rmax(n, ϵ, δ). Here we provide the results from the work in [10, Thm. 13], which is the latest
results to the best of our knowledge. For both achievability and converse, we would provide sketch of proofs
and indicate the crucial steps.

4.1 Achievability

The lower bound of maximal secrecy rate is given as below.

Theorem 7. For a code (n, |M|, ϵ, δ)max with ϵ + δ < 1, we have

Rmax(n, ϵ, δ) ≥ CS − V1
n

Q−1(ϵ) − V2
n

Q−1(δ) + O
( log n

n

)
, (52)
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where for PX and PY |X , V (PX , PY |X) is

V (PX , PY |X) =
∑
x∈X

PX(x)

∑
y∈Y

PY |X(y|x) log2 PY |X(y|x)
PY (y) − D(PY |X=x∥PY )2

 , (53)

V1 = V (P∗
U , PY |X ◦ P∗

X|U ) and V2 = V (P∗
U , PZ|X ◦ P∗

X|U ). P∗
UX = P∗

U P∗
X|U is the probability distribution that

achieve the secrecy capacity in Theorem 6.

Before we go to the proof of theorem 7, we would first provide upper bound on secrecy constraint δ and
error probability constraint ϵ.

Security.

We first provide a lemma based on privacy amplification below, which shows that there exists a hash function
g ∈ G such that the maximum total variation secrecy Smax(g(X)|PZ) is close to the average total variation
secrecy Savg(g(X)|PZ).

Lemma 6. For L satisfying equation (38) and L ∈ N, let PX = Qunif
X be a uniform distribution over

X . G be a set of all functions satisfy the universal hash function criteria stated in subsection 2.1.2 and
|g−1(m)| = L, ∀m ∈ M. Finally, let all g ∈ G be uniformly distributed. Then, we have

Pr
[

max
m∈M

d(PZ|g−1(m), PZ) ≥ r + E
[
d(PZ|C , PZ)

]]
≤ |M|e−2Lr2

, (54)

where r =
√

log(1+|M|)
2L and C = {X̄1, ..., X̄L} being a random codebook with codewords i.i.d. generated from

PX .

The proof can be founded in [10, Lemma. 3]. The main idea of the proof is using Hoeffding’s reduction
argument [34] to bound possibly dependent variables X1, ..., XL by i.i.d. variables X̄1, ..., X̄L, and using the
McDiarmid’s inequality [35] (also called as bounded difference inequality). The lemma above guarantees
that there exists a g ∈ G satisfying

Smax(M |Z) = max
m∈M

d(PZ|g−1(m), PZ) ≤ E
[
d(PZ|C,PZ

)
]

+

√
log(1 + |M|)

2L
. (55)

Finally, by Eq. (42) and for every QZ we can bound δ by

Smax(M |Z) ≤ δ ≤ sup
x∈C

Eγ(PZ|X=x, QZ)+

√
log(1 + |M|)

2L
+sup

x∈C

1
2

√
γ

L
EPZ|X=x

[exp (− |ι(x; Z) − log γ|)]. (56)

Reliability.

After privacy amplification, the secrecy code is M = g(X) with random encoder PX|M=m = Qunif
g−1(m). This

means that, for each message m ∈ M, the encoder randomly picks a codeword from the set g−1(m) and
transmits it to the decoder. And then the decoder decodes the codeword X̂ and outputs M̂ = g(X̂).
Since the message M is uniformly distributed by our construction, and furthermore, |g−1(·)| = L, for every
m ∈ M, we need L bits to identify the inverse of g function. Therefore, by random coding union bound and
dependent testing bound, we can upper-bound the maximal error probability as

PY |M=m

[
M ̸= M̂

]
≤ ϵ ≤ min{ϵDT,max(|M|L − 1), ϵRCU,max(|M|L)}. (57)

With the above security and reiliabitlity proof, we are now ready to sketch the proof of theorem 7.
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Proof sketch of Theorem 7

The first-order term is proved in section 3, so we would not repeat here. We turn our focus on the second-
order terms.

First of all, the codes used for proving achievability of second-order terms is not i.i.d. codes, here we
use constant composition codes [36, Sec. 4] instead. For each codeword xn(m) that composes a constant
composition codes, it must satisfy

1
n

n∑
i=1

b(xi(m)) ≤ B, (58)

where B is a constant and b(x) is the cost function. The reason for using constant composition codes is
that first of all, their Eγ are the same; secondly, they induce slightly better conditional variance V1 and
V2. Also, in the method of types [37], for the codes in the same type class, they have the same cost. Now,
the remaining of this problem is to prove the Q−1(·) terms appeared in equation (52). Actually, we can
observe that they are related to maximal total variation secrecy constraint δ and maximal error probability
constraint ϵ. The basic idea is to apply Berry-Esseen theorem [38] to the Eγ terms in the bound of maximal
error probability (Eq. (57)) and maximal total variation secrecy (Eq. (56)), as a result, we can get the Q−1(·)
terms. We can interpret them as the rate sacrificed for the error probability and secrecy. For more details,
one may refer to [10, Thm. 13] and [36, Thm. 4.2].

4.2 Converse

The upper bound of average secrecy rate is given as below.

Theorem 8. For a code (n, |M |, ϵ, δ)avg with ϵ + δ < 1, we have

Ravg ≤ max
PX

(I(X; Y |Z)) − Vc

n
Q−1(ϵ + δ) + O( log n

n
), (59)

where for PX and PY Z|X , V (PX , PY Z|X) is

Ṽ (PX , PY Z|X) =
∑
x∈X

PX(x)
( ∑

y,z

PY Z|X(y, z|x) log2 PY Z|X(y, z|x)
PZ|X(z|x)PY |X(y|x) − D(PY Z|X=x∥PY |ZPZ|X=x)2)

,

(60)
and Vc = Ṽ (P̃∗

X , PY Z|X), where P̃∗
X maximize the term maxPX

(I(X; Y |Z)).

Before we proceed to the converse of the proof, we first state a proposition that give an converse bound
on the rate Ravg(n, ϵ, δ).

Proposition 9 (A numerically and analytically tractable converse bound [10]). Let QY |Z : Y → Z be
an arbitrary random transformation, and PXY Z denote the distribution induced by the code. Then, every
(n, |M|, ϵ, δ)avg secrecy code for the wiretap channel W : X → Y × Z satisfies

|M| ≤ inf
τ∈(0,1−ϵ−δ)

τ + δ

τβ1−ϵ−δ−τ (PXY Z , PXZQY |Z) . (61)

Proof sketch of Proposition 9

Proposition 9 [10, Thm. 12] can be proved based on the idea of meta-converse [10, 30, 39, 40]. The key
observation is that the error probability and the secrecy index can be related through a suboptimal binary
hypothesis testing between PMM̂Z and QMM̂Z :

T (m, m̂, z) = 1
{

m = m̂, PM |Z(m|z) ≤ 1
η|M|

}
. (62)
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On the one hand, QMM̂Z [T = 1] ≤ 1
|M|η is straightforward. On the other hand, by the reliability

constraint Pr
[
M ̸= M̂

]
≤ ϵ, we have the lower bound for PMM̂Z [T = 1] as follows:

PMM̂Z [T = 1] ≥ 1 − ϵ − PMZ [PM |Z(w|z) ≥ 1
η|M|

] (63)

(a)
≥ 1 − ϵ − δ

1 − η
, (64)

where (a) follows from change of measure.
Finally, setting τ := δ

1−η−δ and using data-processing inequality of the Neyman-Pearson β function

βα(PMM̂Z , QMM̂Z) ≥ βα(PMM̂Z , PXZQY |Z), (65)

we can attain the converse bound in (61).
Now we are ready for the proof sketch of Theorem 8.

Proof sketch of Theorem 8

As stated in the proof sketch of Theorem 7, the proof for Theorem 8 makes use of Berry-Esseen theorem
[38] to the β1−ϵ−δ−τ (·) term to derive the Q−1(·) term. We can interpret the Q−1(·) as the necessary rate
needed for average total variation secrecy constraint δ and average error probability constraint ϵ. For more
details, please refer to [10, Thm. 13].

5 Wiretap Channel with Maximal Leakage

In this section, with the motivation given in Example 1, we consider the wiretap channel with maximal
leakage (or Sibson mutual information of order infinity IS

∞ (X; Z)) as the security metric, which requires the
following two conditions be simultaneously satisfied: lim

n→∞
Pr[M ̸= M̂ ] = 0;

lim
n→∞

Lmax
∞ (M0 → Z) = 0.

(66)

We first show that the stronger version of security-reliability constraint pair lim
n→∞

Pr[M ̸= M̂ ] = 0;

lim
n→∞

D∞ (PM0Zn∥PM0QZn) = 0.
(67)

can be jointly satisfied by Theorem 10, and then reduce the result to the security metric of maximal leakage,
which provides an inner bound for the capacity region.
Remark 3. The security constraint in (67) is stronger since

D∞ (PM0Zn∥PM0QZn) = IS
∞ (M0; Zn) + D∞ (PZn∥QZn) (68)

≥ IS
∞ (M0; Zn) = Lmax

∞ (M0 → Z), (69)

where the equality is due to the identity in [41, Eq. (48)].

By virtually adding a channel with memory PXn|Un between the wiretap channel W and the encoder,
Yu and Tan [14] completely characterized the following achievable region for the criterion (67).
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Theorem 10 (Achievable region [14]). Let M 7→ fC(M) be a random function induced by C. For s =
(0, 1] ∪ {∞}, we have

R1+s(QZ) =
⋃

P̃UX :P̃X∈P(PZ|X ,QZ)

(R0, R1)

∣∣∣∣∣∣
R0 + R1 ≤ I(U ; Y )P̃

R0 ≤ I(U ; Y )P̃ − R̃1+s

(
P̃U |X P̃(X), PZ|X , QZ

) , (70)

where

R̃1+s

(
P̃U |X P̃X , PZ|X , QZ

)
= max

PZ|UX

{
−1 + s

s
D

(
P̃Z|UX

∥∥∥PZ|X P̃UX

)
+ D

(
P̃Z|U

∥∥∥QZ

∣∣∣P̃U

)}
. (71)

A direct consequence of Theorem 10 is that under the "stronger" criterion (67), the secrecy capacity for
s = (0, 1] ∪ {∞} is

C1+s(QZ) := max
(R0,R1)∈R1+s(QZ)

R0 = max
P̃UX :P̃X∈P(PZ|X ,QZ)

I(U ; Y ) − R̃1+s

(
P̃U |X P̃X , PZ|X , QZ

)
. (72)

Through the relation in Remark 3 and (72), the code achieving the capacity for the stronger criterion (67)
can also satisfy the security requirement of maximal leakage, i.e. C1+s(QZ) ≤ CMaxL.

However, since there exist an extra term D∞ (PZn∥QZn) in (68), we suppose that CMaxL can be strictly
larger than C1+s(QZ). On the other hand, since Sibson Rényi mutual information is non-decreasing for α
[41, Thm. 2], we have

Lmax
∞ (M0 → Z) = IS

∞ (M0; Zn) ≥ IS
1 (M0; Zn) = I(M0; Zn) , (73)

which indicates that CMaxL should not be greater than CS, as defined in (43).

6 Discussion

Security metric MI TV SS MaxL
Secrecy capacity CS CS CS CMaxL

Table 1: Secrecy capacity of wiretap channels under security metrics: mutual information (MI), total
variation secrecy (TV), semantic security (SS), and maximal leakage (MaxL).

The comparison of several security metrics is summarized in Table 1, where

CS = max
PUX

I(U ; Y ) − I(U ; Z)

≥ CMaxL ≥ max
PUX

I(U ; Y ) − R̃∞
(
P̃U |X P̃X , PZ|X , QZ

)
.

Since maximal leakage is a stricter security metric compared to other metrics discussed in this report, CS
serves as an outer bound for CMaxL trivially.

Due to limited time, we have just found an inner bound for the secrecy capacity of the wiretap channel
with maximal leakage in Section 5, and we are still trying to figure out at what transmission rate can the
inner bound and outer bound meet. In other words, the full characterization of CMaxL has not been explored
yet. Besides, the second-order analysis under maximal leakage constraint is still an open problem. Since
channel resolvability has been used to characterize the secrecy exponent of Rényi divergence, we suspect
that channel resolvability and privacy amplification are promising to be used to achieve an secrecy guarantee
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in the second-order analysis of MaxL-WTC. Furthermore, it is intriguing to explore the trade-off between
the maximal leakage rate and the error probability.

Recently in 2024, Lei Yu [15] has extended the solution to the Rényi resolvability problem from α ∈
[0, 2] ∪ {∞} to the entire range α ∈ R ∪ {±∞}. Hence, it would be interesting to investigate the wiretap
channel in the 1-receiver 2-eavesdroppers setting under the Rényi resolvability security constraint for each
eavesdropper.

Division of Work

percentage work items
Bo-Yu Yang 53% Section 1, 2, 3, 4, 5, 6
Hsuan Yu 47% Section 1, 2, 4, 6
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